Corporate Technology


Undertaking of Compliance with Information Security Rules

___________________________
________________
_____________
Name, Forename

Org. Unit
Location

I have access to the Siemens-internal brochures “Introduction to Information Security” (posted on the intranet at (http://cio.siemens.de/de/isec/isstandards/isrules/rw2/D1_2.pdf ) and “Protection of Corporate Proprietary Information”*) (http://cio.siemens.de/de/isec/isstandards/isrules/rw2/D2_1.pdf ), and have taken notice of their contents, together with the basic CT rules as set out below.

I am aware that information security also constitutes a quality characteristic of my own work, and that breaches of information security may have consequences under employment law.

I will treat all information I receive in the course of my work at CT according to its level of confidentiality*). I hereby undertake to organize my workstation in an appropriate manner, and to exercise due care in the course on conversations about matters concerning Siemens/CT, so that no unauthorized persons come into possession of such information as is not already in the public domain. Confidential information and documentation are only to be passed on to persons who require it for their work.

In particular, I will ensure that:

· If I am the last to leave my work premises I make certain that they are locked, even if I am absent only for a short period

· All documentation of a corporate proprietary nature*) is locked away securely in a filing cabinet or desk at the end of business

· Confidential information is sent by e-mail in encrypted form only, or otherwise via the internal mail

· I secure my computer with a boot password and/or locking switch and a password-protected and time-dependent screensaver, such that no unauthorized person can access  it

· I change my password immediately if I suspect that it has been disclosed to any unauthorized person 

· If I administer my computer myself, I make the necessary security settings and make sure that it complies with the current Security Policy

· Data media, even if without contents, are kept under lock and key

· Confidential*) documentation is not disposed of in a waste bin, but shredded or placed in appropriately marked aluminum containers

· Data media intended for disposal are physically destroyed, in the case of large quantities by commissioning the site’s facilities management service, or by disposing of them in the containers specially designated for this purpose.

· Security risks or possible improvements to information security are reported to my superior or the appropriate information security contact or information security advisor. 

I hereby undertake to comply with the rules of information security.

_______________________
_________________________________

                    Date
                 
                                                 Signature

Distribution list
*) Classification of corporate  proprietary information
Employee

    - for internal use only


Personnel file
    - confidential



    - strictly confidential

